Attachment N — Standard GMCB Business Associate Agreement

Standard GMCB Business Associate Agreement

BUSINESS ASSOCIATE AGREEMENT
THIS BUSINESS ASSOCIATE AGREEMENT (“AGREEMENT”) IS ENTERED INTO BY AND BETWEEN THE
STATE OF VERMONT GREEN MOUNTAIN CARE BOARD OPERATING BY AND THROUGH ITS DEPARTMENT,
OFFICE, OR DIVISION OF ( INSERT DEPARTMENT, OFFICE, OR DIVISION) (“COVERED ENTITY”)
AND ( INSERT NAME OF THE CONTRACTOR) (“BUSINESS ASSOCIATE”) AS OF ( INSERT
DATE) (“EFFECTIVE DATE”). THIS AGREEMENT SUPPLEMENTS AND IS MADE A PART OF THE CONTRACT
TO WHICH IT IS AN ATTACHMENT.
Covered Entity and Business Associate enter into this Agreement to comply with standards promulgated
under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) including the Standards
for the Privacy of Individually Identifiable Health Information at 45 CFR Parts 160 and 164 (“Privacy
Rule”) and the Security Standards at 45 CFR Parts 160 and 164 (“Security Rule”), as amended by subtitle
D of the Health Information Technology for Economic and Clinical Health Act.

The parties agree as follows:
1. Definitions. All capitalized terms in this Agreement have the meanings identified in this Agreement,
45 CFR Part 160, or 45 CFR Part 164.

The term “Services” includes all work performed by the Business Associate for or on behalf of Covered
Entity that requires the use and/or disclosure of protected health information to perform a business
associate function described in 45 CFR 160.103 under the definition of Business Associate.

The term “Individual” includes a person who qualifies as a personal representative in accordance with
45 CFR 164.502(g).

The term “Breach” means the acquisition, access, use or disclosure of protected health information (PHI)
in a manner not permitted under the HIPAA Privacy Rule, 45 CFR part 164, subpart E, which
compromises the security or privacy of the PHI. “Compromises the security or privacy of the PHI” means
poses a significant risk of financial, reputational or other harm to the individual.

2. Permitted and Required Uses/Disclosures of PHI.

2.1 Except as limited in this Agreement, Business Associate may use or disclose PHI to perform Services,
as specified in the underlying contract with Covered Entity. Business Associate shall not use or disclose
PHI in any manner that would constitute a violation of the Privacy Rule if used or disclosed by Covered
Entity in that manner. Business Associate may not use or disclose PHI other than as permitted or
required by this Agreement or as Required by Law.

2.2 Business Associate may make PHI available to its employees who need access to perform Services
provided that Business Associate makes such employees aware of the use and disclosure restrictions in
this Agreement and binds them to comply with such restrictions. Business Associate may only disclose
PHI for the purposes authorized by this Agreement: (a) to its agents (including subcontractors) in
accordance with Sections 8 and 16 or (b) as otherwise permitted by Section 3.

3. Business Activities. Business Associate may use PHI received in its capacity as a “Business Associate”
to Covered Entity if necessary for Business Associate’s proper management and administration or to
carry out its legal responsibilities. Business Associate may disclose PHI received in its capacity as
“Business Associate” to Covered Entity for Business Associate’s proper management and administration
or to carry out its legal responsibilities if a disclosure is Required by Law or if (a) Business Associate
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obtains reasonable written assurances via a written agreement from the person to whom the
information is to be disclosed that the PHI shall remain confidential and be used or further disclosed
only as Required by Law or for the purpose for which it was disclosed to the person and (b) the person
notifies Business Associate, within three business days (who in turn will notify Covered Entity within
three business days after receiving notice of a Breach as specified in Section 5.1), in writing of any
Breach of Unsecured PHI of which it is aware. Uses and disclosures of PHI for the purposes identified in
this Section must be of the minimum amount of PHI necessary to accomplish such purposes.

4. Safeguards. Business Associate shall implement and use appropriate safeguards to prevent the use or
disclosure of PHI other than as provided for by this Agreement. With respect to any PHI that is
maintained in or transmitted by electronic media, Business Associate shall comply with 45 CFR sections
164.308 (administrative safeguards), 164.310 (physical safeguards), 164.312 (technical safeguards) and
164.316 (policies and procedures and documentation requirements). Business Associate shall identify in
writing upon request from Covered Entity all of the safeguards that it uses to prevent impermissible
uses or disclosures of PHI.

5. Documenting and Reporting Breaches.

5.1 Business Associate shall report to Covered Entity any Breach of Unsecured PHI as soon as it (or any
of its employees or agents) become aware of any such Breach, and in no case later than three (3)
business days after it (or any of its employees or agents) becomes aware of the Breach, except when a
law enforcement official determines that a notification would impede a criminal investigation or cause
damage to national security.

5.2 Business Associate shall provide Covered Entity with the names of the individuals whose Unsecured
PHI has been, or is reasonably believed to have been, the subject of the Breach and any other available
information that is required to be given to the affected individuals, as set forth in 45 CFR §164.404(c),
and, if requested by Covered Entity, information necessary for Covered Entity to investigate the
impermissible use or disclosure. Business Associate shall continue to provide to Covered Entity
information concerning the Breach as it becomes available to it.

5.3 When Business Associate determines that an impermissible acquisition, use or disclosure of PHI by a
member of its workforce does not pose a significant risk of harm to the affected individuals, it shall
document its assessment of risk. Such assessment shall include: 1) the name of the person(s) making the
assessment, 2) a brief summary of the facts, and 3) a brief statement of the reasons supporting the
determination of low risk of harm. When requested by Covered Entity, Business Associate shall make its
risk assessments available to Covered Entity.

6. Mitigation and Corrective Action. Business Associate shall mitigate, to the extent practicable, any
harmful effect that is known to it of an impermissible use or disclosure of PHI, even if the impermissible
use or disclosure does not constitute a Breach. Business Associate shall draft and carry out a plan of
corrective action to address any incident of impermissible use or disclosure of PHI. If requested by
Covered Entity, Business Associate shall make its mitigation and corrective action plans available to
Covered Entity.

7. Providing Notice of Breaches.

7.1 If Covered Entity determines that an impermissible acquisition, access, use or disclosure of PHI for
which one of Business Associate’s employees or agents was responsible constitutes a Breach as defined
in 45 CFR §164.402, and if requested by Covered Entity, Business Associate shall provide notice to the
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individuals whose PHI was the subject of the Breach. When requested to provide notice, Business
Associate shall consult with Covered Entity about the timeliness, content and method of notice, and
shall receive Covered Entity’s approval concerning these elements. The cost of notice and related
remedies shall be borne by Business Associate.

7.2 The notice to affected individuals shall be provided as soon as reasonably possible and in no case
later than 60 calendar days after Business Associate reported the Breach to Covered Entity.

7.3 The notice to affected individuals shall be written in plain language and shall include, to the extent
possible, 1) a brief description of what happened, 2) a description of the types of Unsecured PHI that
were involved in the Breach, 3) any steps individuals can take to protect themselves from potential harm
resulting from the Breach, 4) a brief description of what the Business associate is doing to investigate
the Breach, to mitigate harm to individuals and to protect against further Breaches, and 5) contact
procedures for individuals to ask questions or

obtain additional information, as set forth in 45 CFR §164.404(c).

7.4 Business Associate shall notify individuals of Breaches as specified in 45 CFR §164.404(d) (methods
of individual notice). In addition, when a Breach involves more than 500 residents of Vermont, Business
associate shall, if requested by Covered Entity, notify prominent media outlets serving Vermont,
following the requirements set forth in 45 CFR §164.406.

8. Agreements by Third Parties. Business Associate shall ensure that any agent (including a
subcontractor) to whom it provides PHI received from Covered Entity or created or received by Business
Associate on behalf of Covered Entity agrees in a written agreement to the same restrictions and
conditions that apply through this Agreement to Business Associate with respect to such PHI. For
example, the written contract must include those restrictions and conditions set forth in Section 14.
Business Associate must enter into the written agreement before any use or disclosure of PHI by such
agent. The written agreement must identify Covered Entity as a direct and intended third party
beneficiary with the right to enforce any breach of the agreement concerning the use or disclosure of
PHI. Business Associate shall provide a copy of the written agreement to Covered Entity upon request.
Business Associate may not make any disclosure of PHI to any agent without the prior written consent of
Covered Entity.

9. Access to PHI. Business Associate shall provide access to PHI in a Designated Record Set to Covered
Entity or as directed by Covered Entity to an Individual to meet the requirements under 45 CFR 164.524.
Business Associate shall provide such access in the time and manner reasonably designated by Covered
Entity. Within three (3) business days, Business Associate shall forward to Covered Entity for handling
any request for access to PHI that Business Associate directly receives from an Individual.

10. Amendment of PHI. Business Associate shall make any amendments to PHI in a Designated Record
Set that Covered Entity directs or agrees to pursuant to 45 CFR 164.526, whether at the request of
Covered Entity or an Individual. Business Associate shall make such amendments in the time and
manner reasonably designated by Covered Entity. Within three (3) business days, Business Associate
shall forward to Covered Entity for handling any request for amendment to PHI that Business Associate
directly receives from an Individual.

11. Accounting of Disclosures. Business Associate shall document disclosures of PHI and all information
related to such disclosures as would be required for Covered Entity to respond to a request by an
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Individual for an accounting of disclosures of PHI in accordance with 45 CFR 164.528. Business Associate
shall provide such information to Covered Entity or as directed by Covered Entity to an Individual, to
permit Covered Entity to respond to an accounting request. Business Associate shall provide such
information in the time and manner reasonably designated by Covered Entity. Within three (3) business
days, Business Associate shall forward to Covered Entity for handling any accounting request that
Business Associate directly receives from an Individual.

12. Books and Records. Subject to the attorney-client and other applicable legal privileges, Business
Associate shall make its internal practices, books, and records (including policies and procedures and
PHI) relating to the use and disclosure of PHI received from Covered Entity or created or received by
Business Associate on behalf of Covered Entity available to the Secretary in the time and manner
designated by the Secretary. Business Associate shall make the same information available to Covered
Entity upon Covered Entity’s request in the time and manner reasonably designated by Covered Entity
so that Covered Entity may determine whether Business Associate is in compliance with this Agreement.

13. Termination.

13.1 This Agreement commences on the Effective Date and shall remain in effect until terminated by
Covered Entity or until all of the PHI provided by Covered Entity to Business Associate or created or
received by Business Associate on behalf of Covered Entity is destroyed or returned to Covered Entity
subject to Section 17.7.

13.2 If Business Associate breaches any material term of this Agreement, Covered Entity may either: (a)
provide

an opportunity for Business Associate to cure the breach and Covered Entity may terminate this
Contract without liability or penalty if Business Associate does not cure the breach within the time
specified by Covered Entity; or (b) immediately terminate this Contract without liability or penalty if
Covered Entity believes that cure is not reasonably possible; or (c) if neither termination nor cure are
feasible, Covered Entity shall report the breach to the Secretary. Covered Entity has the right to seek to
cure any breach by Business Associate and this right, regardless of whether Covered Entity cures such
breach, does not lessen any right or remedy available to Covered Entity at law, in equity, or under this
Contract, nor does it lessen Business Associate’s responsibility for such breach or its duty to cure such
breach.

14. Return/Destruction of PHI.

14.1 Business Associate in connection with the expiration or termination of this Contract shall return or
destroy all PHI received from Covered Entity or created or received by Business Associate on behalf of
Covered Entity pursuant to this Contract that Business Associate still maintains in any form or medium
(including electronic) within thirty (30) days after such expiration or termination. Business Associate
shall not retain any copies of the PHI. Business Associate shall certify in writing for Covered Entity (1)
when all PHI has been returned or destroyed and (2) that Business Associate does not continue to
maintain any PHI. Business Associate is to provide this certification during this thirty (30) day period.

14.2 Business Associate shall provide to Covered Entity notification of any conditions that Business
Associate believes make the return or destruction of PHI infeasible. If Covered Entity agrees that return
or destruction is infeasible, Business Associate shall extend the protections of this Agreement to such
PHI and limit further uses and disclosures of such PHI to those purposes that make the return or
destruction infeasible for so long as Business Associate maintains such PHI.
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15. Penalties and Training. Business Associate understands that: (a) there may be civil or criminal
penalties for misuse or misappropriation of PHI and (b) violations of this Agreement may result in
notification by Covered Entity to law enforcement officials and regulatory, accreditation, and licensure
organizations. If requested by Covered Entity, Business Associate shall participate in training regarding
the use, confidentiality, and security of PHI.

16. Security Rule Obligations. The following provisions of this Section apply to the extent that Business
Associate creates, receives, maintains or transmits Electronic PHI on behalf of Covered Entity.

16.1 Business Associate shall implement and use administrative, physical, and technical safeguards in
compliance with 45 CFR sections 164.308, 164.310, and 164.312 with respect to the Electronic PHI that
it creates, receives, maintains or transmits on behalf of Covered Entity. Business Associate shall identify
in writing upon request from Covered Entity all of the safeguards that it uses to protect such Electronic
PHI.

16.2 Business Associate shall ensure that any agent (including a subcontractor) to whom it provides
Electronic PHI agrees in a written agreement to implement and use administrative, physical, and
technical safeguards that reasonably and appropriately protect the Confidentiality, Integrity and
Availability of the Electronic PHI. Business Associate must enter into this written agreement before any
use or disclosure of Electronic PHI by such agent. The written agreement must identify Covered Entity as
a direct and intended third party beneficiary with the right to enforce any breach of the agreement
concerning the use or disclosure of Electronic PHI. Business Associate shall provide a copy of the written
agreement to Covered Entity upon request. Business Associate may not make any disclosure of
Electronic PHI to any agent without the prior written consent of Covered Entity.

16.3 Business Associate shall report in writing to Covered Entity any Security Incident pertaining to such
Electronic PHI (whether involving Business Associate or an agent, including a subcontractor). Business
Associate shall provide this written report as soon as it becomes aware of any such Security Incident,
and in no case later than three (3) business days after it becomes aware of the incident. Business
Associate shall provide Covered Entity with the information necessary for Covered Entity to investigate
any such Security Incident.

16.4 Business Associate shall comply with any reasonable policies and procedures Covered Entity
implements to obtain compliance under the Security Rule.

17. Miscellaneous.

17.1 In the event of any conflict or inconsistency between the terms of this Agreement and the terms of
the Contract, the terms of this Agreement shall govern with respect to its subject matter. Otherwise the
terms of the Contract continue in effect.

17.2 Business Associate shall cooperate with Covered Entity to amend this Agreement from time to time
as is necessary for Covered Entity to comply with the Privacy Rule, the Security Rule, or any other

standards promulgated under HIPAA.

17.3 Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the
Privacy Rule, Security Rule, or any other standards promulgated under HIPAA.
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17.4 In addition to applicable Vermont law, the parties shall rely on applicable federal law (e.g., HIPAA,
the Privacy Rule and Security Rule) in construing the meaning and effect of this Agreement.

17.5 As between Business Associate and Covered Entity, Covered Entity owns all PHI provided by
Covered Entity to Business Associate or created or received by Business Associate on behalf of Covered
Entity.

17.6 Business Associate shall abide by the terms and conditions of this Agreement with respect to all
PHI it receives from Covered Entity or creates or receives on behalf of Covered Entity under this Contract
even if some of that information relates to specific services for which Business Associate may not be a
“Business Associate” of Covered Entity under the Privacy Rule.

17.7 The provisions of this Agreement that by their terms encompass continuing rights or
responsibilities shall survive the expiration or termination of this Agreement. For example: (a) the
provisions of this Agreement shall continue to apply if Covered Entity determines that it would be
infeasible for Business Associate to return or destroy PHI as provided in Section 14.2 and (b) the
obligation of Business Associate to provide an accounting of disclosures as set forth in Section 11
survives the expiration or termination of this Agreement with respect to accounting requests, if any,
made after such expiration or termination
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EXHIBIT A
STATE OF VERMONT Contract #:

STANDARD CONTRACT FOR SERVICES

1. Parties. This is a contract for services between the State of Vermont, Green Mountain Care Board
(hereafter called “State”), and , (hereafter called “Vendor”) with principal place of business at

. Vendor’s form of business organizationis . Itis the Vendor’s responsibility to contact the
Vermont Department of Taxes to determine if, by law, the Vendor is required to have a Vermont
Department of Taxes Business Account number.
2. Subject Matter. The subject matter of this contract is development of a hosted, all payer claims
database with an analytical environment and secure identity management. Detailed services to be
provided by the Vendor are described in Attachment A.
3. Maximum Amount. In consideration of the services to be performed by Vendor, the State agrees to pay
Vendor, in accordance with the payment provisions specified in Attachment B, a sum not to exceed $

. The State does not guarantee the assignment of any minimum number of hours or any other work
under the contract.
4. Contract Term. The period of Vendor’s performance shall begin on and end on

5. Prior Approvals. If approval by the Attorney General’s Office, Secretary of Administration or the
ClO/Commissioner DIl is required (under current law, bulletins, and interpretations), neither this contract
nor any amendment to it is binding until it has been approved by any or all such persons.

- Approval by the Attorney General’s Office is required.

- Approval by the Secretary of Administration is not required.

- Approval by the CIO/Commissioner DIl is not required.
6. Amendment. No changes, modifications, or amendments in the terms and conditions of this contract
shall be effective unless reduced to writing, numbered and signed by the duly authorized representative of
the State and Vendor.
7. Cancellation. This contract may be canceled by the State by giving written notice at least 30 days in
advance. The Vendor may cancel this contract by giving 120 days written notice in advance.
8. Attachments. This contract consists of pages including the following attachments which are
incorporated herein:
Attachment A - Specifications of Work to be Performed
Attachment B - Payment Provisions
Attachment C — Standard State Contract Provisions
Attachment D - Other Provisions

WE THE UNDERSIGNED PARTIES AGREE TO BE BOUND BY THIS CONTRACT.
By the State of Vermont: By the Vendor:

Date: Date:

Signature: Signature:
Name: Al Gobeille, Name:
Green Mountain Care Board Company:
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EXHIBIT A
ATTACHMENT A
SPECIFICATIONS OF WORK TO BE PERFORMED

The GMCB seeks contractor(s) with whom to work on building a comprehensive data collection and
analysis tool for healthcare claims data. Our aim is to improve the quality of the data in our existing
system, provide a useful tool for insurers who are the originators of the data, and have a high quality set
of data to use in the evaluation of healthcare reform in Vermont.
e Create a Master Person Index specifically for Vermont’s All-Payer Claims Database.
e Receive and validate de-identified claims and eligibility data from insurers;
e Consolidate high quality claims data;
e Provide a hosted data warehouse environment which allows access to the claims data while
protecting personal health information;
¢ Allow role-appropriate access to claims data for analysis or for providing public transparency
around the effectiveness of the performance of the healthcare system in Vermont.
¢ Provide analytic services for ad hoc data requests to adjust to changing healthcare reform
requirements.

NOTE: This attachment is provided as an example. The exact specifications will be determined based
upon selected proposals.
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EXHIBIT A
ATTACHMENT B
PAYMENT PROVISIONS

1. The maximum amount payable under this contract for service and expenses shall not exceed $

. The State does not guarantee the assignment of any minimum number of hours or other
work under this contract. The hourly rates for assigned staff are as follows:
2. Payments for subcontractors will only be made upon approval (See Attachment C, #15).

3. The State shall reimburse Vendor for travel expenses utilizing the most current General Services
Administration Per Diem Study for lodging, meals and incidentals. Expenses will not be reimbursed
without prior written approval from the State.

4. Vendor will submit an invoice on a monthly basis to the State for services provided and expenses
incurred during the previous month. Invoice must include unique invoice number, dates of service,
itemized hours being invoiced, a list of allowable expenses incurred and the address for remittance of
payment. A billing for mileage shall include the points of origin and destination and the number of miles
traveled. Only actual charges will be paid.

Invoices shall be submitted to:
Janet Richard

Green Mountain Care Board
89 Main Street
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